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General Counsel Jerry M. Hunter

Inspector General Bernard Levine

Final Audit Report - "Review of National Labor Relations
Board Control Over Kastle Systems Security Cards"

Audit Report No. OIG-AMR-2

Enclosed for each of you is a copy of the Office of
Inspector General (OIG) Audit Report in the above referenced
matter. Although the subject matter of the report originated
on the General Counsel's side of the Agency, a copy is being
provided to each of you should the Chairman receive inquiries
concerning the report.

For the benefit of the Chairman, who has not
participated in the process utilized in this effort, the
following summarizes the procedure used. After conducting
our field work, we issued a draft discussion report on
November 16, 1990. Following receipt of comments on the
draft discussion report on April 3, 1991, we issued a report
soliciting formal comments on April 19. Having reviewed the
formal comments, which we received on May 2, and incorporated
them into the report, we are now in a position to issue this
final report.

In sum, the report contains the results of our audit of
controls over Kastle Systems Security cards at the
Headquarters location of the Agency. The objectives of this
audit were to evaluate internal controls and Agency policy,
and review security procedures with respect to those cards.
We made 14 recommendations in this Audit Report, all of which
pertained to the need for additional internal controls and
supervisory review. '’

In a May 1, 1991 memorandum, General Counsel Jerry M.
Hunter advised that 13 of the 14 recommendations had been
accepted. The full text of the General Counsel's formal
comments is included as Appendix A.

At some appropriate time in the future, we may do a

follow-up review to ascertain if the implementation of our
recommendations has had the desired result.

Buy U.S. Savings Bonds Regularly on the Payroll Savings Plan



We appreciate the cooperation extended to us during the
conduct of this audit and look forward to continued coopera-
tion in the conduct of other audits in the future so our
joint efforts will result in a National Labor Relations Board
free of waste, fraud and abuse

Should you have any questions or comments concerning
this report, please do not hesitate to call upon us

D L
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I EXECUTIVE DIGEST

The Office of Inspector General (0IG) conducted an audit
of National Labor Relations Board (NLRB) controls over Kastle
Security Cards used at the NLRB headquarters in Washington,
DC. The building's owner, Charles E. Smith, contracts with
Kastle Systems (Kastle) to provide a security card activated
lock at the front entrance. Administrative controls,
procedures and practices concerning the issuing and revoking
of Kastle Security Cards were reviewed. We found that these
controls, procedures and practices need improvement and are

making 14 recommendations.

This audit was added to the OIG Audit Plan for Fiscal
Year 1990 primarily as a result of information developed
during the investigation into the break-in at the Office of
Inspector General on December 18, 1989.

The Agency needs to improve its controls over the Kastle
Security Cards. We found that employees who had left the
Agency or had transferred from headquarters still had
Security Cards according to the two security card lists
separately maintained by the Agency's Security Office and by
Kastle Systems. We have recommended that the Agency secure
the return of Kastle cards from departing employees,
including amending Form NLRB-4197 to reflect the return of
the card and withholding the final paycheck for those
employees who fail to return the cards.

The General Counsel agreed that the Security Office
should make every effort to secure the return of Kastle cards
and also amended Form NLRB-4197. The General Counsel
disagreed, however, with the withholding of paychecks
reasoning that since the cards can be electronically voided
by Kastle, withholding paychecks is not necessary.

Numerous discrepancies between the Security Office Card
List and the Kastle Card List were found. We have
recommended that the Security Office notify Kastle whenever
an employee leaves the Agency or there is any other change in
the status of a card and that the Security Office conduct
periodic supervisory reviews to ensure that the two lists
contain identical information. The General Counsel concurred
and advised that these recommendations have been
implemented.

The Agency also needs to take steps to have Kastle
electronically revoke cards of employees departing the Agency
and cards reported by employees as lost. The General Counsel
concurred with these recommendations and they have been
implemented.
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Finally, there were numerous misspellings of employees'
names in both the Security Office Card List and the Kastle
Card List. We recommended that the employee's full name as
it appears on the Agency's identification card be used on
both lists and that periodic supervisory review be conducted
to eliminate misspellings The General Counsel agreed with
these recommendations.

A full text of the General Counsel's Response to a draft
copy of this report is included as Appendix A.



I1 BACKGROUND

The National Labor Relations Board (NLRB) is an
independent Agency established in 1935 to administer the
principal labor relations law of the United States, the Labor
Management Relations Act. The NLRB implements national labor
policy to protect the public interest by helping to maintain
peaceful relations among employers, labor organizations and
employees; encouraging collective bargaining; and, by
providing a forum for all parties to peacefully resolve
representation and unfair labor practice issues

In carrying out these duties, the NLRB has about 2,200
employees and an annual appropriation of approximately $147
million. The Agency is headquartered in Washington, D.C and
has 33 Regional Offices, several of which have Subregional
and Resident Offices.

This management review audit of control over Kastle
Systems Security cards was selected for audit as a result of
information developed during the investigation into the
break-in at the Office of Inspector General on December 18,
1989.

At the Agency headquarters in Washington, the building's
owner, Charles E. Smith Company, contracts with Kastle
Systems (Kastle) to provide a security card activated lock at
the west lobby door. It is used after-hours at the front
door when the security guard is away from his/her station at
the front desk. Each security card is identified by a unique
number. It is the NLRB Security Office's responsibility to
notify Kastle which employees have been issued which security
card numbers. The Security Office is also responsible for
notifying Kastle when an emplovee has left the employ of the
Agency so the assigned card can be deactivated or revoked
through master controls at Kastle's offices Kastle has the
capability to provide a printout of those card numbers that
are used to enter the building on any day and the time the
card was used.

The Security Office at the Agency maintains a
handwritten list of employees who have been issued security
cards (Security Office Card List attached hereto as Appendix
B) Kastle also maintains a computer list of authorized and
revoked security cards for the building (Kastle Card List,
attached hereto as Appendix C)



III1 OBJECTIVES, SCOPE AND METHODOLOGY

The purpose of this review was to evaluate the controls
over the issuing and revoking of Kastle Security cards
Specific objectives were to determine whether:

1) Security cards were returned by employees when they
left the Agency;

2) The Agency notified Kastle to deauthorize the cards
assigned to departed employees; and

3) The Agency maintained accurate records of security
card assignments.

Audit procedures were performed at NLRB headquarters in
Washington, D.C from September 17, 1990 to October 12, 1990.
We compared the Security Office Card List of persons issued
security cards with the current computer printout from the
Personnel Branch of employees on the payroll. The Kastle
Card List was also compared with the Personnel Branch
printout. The Security Office Card List was compared to the
Kastle Card List.



Iv AUDIT FINDING SYNOPSIS

The NLRB needs to strengthen internal controls over the
Kastle security cards to ensure that (1) proper records are
kept of card assignments, (2) security cards are returned by
employees leaving the Agency, (3) Kastle has an accurate list
of card assignments, and (4) that Kastle revokes the cards of
employees leaving the Agency so that they cannot be used to
access the building.

A number of employees who have separated from the Agency
did not return their security cards Because the Security
Office failed to notify Kastle of the termination of their
employment, Kastle has not revoked these cards which would
prevent their use to enter the building. The Security Office
records of card assignments differs from the Kastle records.
The two lists should contain identical information. The NLRB
Form 4197, Certification for Release of Final Salary does not
provide for recording the return of the employee's Kastle
Security card. We believe that a space should be added to
Form 4197 so that an employee must turn in his/her Kastle
Security card before receiving his/her final paycheck.

In summary, the Agency needs to maintain better controls
over the Kastle Security cards, keep accurate records and
notify Kastle of changes in the status of cards



V. FINDINGS AND RECOMMENDATIONS

A. Employees No Longer with the Agency Still
Have Security Cards According to the
Security Office Card List

We compared the Security Office Card List with the
current computer printout from the Personnel Branch of
employees on the payroll. The comparison showed that 13
employees who have left the Agency still have security cards.
(The names are listed exactly as they are on the Security
Office list. Many are misspelled.) They are:

Name Card Number Date Issued
Carolyn DeMotteo 369-0041 3/22/88
John Falcone 369-0071 3/8/88
Paula Choate 369-0079 3/8/88
Raymond Forrester 369-0086 3/8/88
L. LaMonte 369-093 No date
J. Vrido 369-094 No date
Marcalla Morrison 369-0160 3/11/88
Mary LaMontagne 369-0093 3/15/88
Allen Ferguson 369-0095 3/15/88
T. Lohrentgz 369-0178 No date
M. Friedman 369-0179 No date
Diane Savage 369-184 3/28/88
Allen Ferguson 369-251 4/8/88
Matt Pynn 369-0213 11/2/88
Note should be made of the fact that in the above list
Allen Ferguson is listed as having two cards -- 369-0095 and
369-251.

In addition to the discrepancy involving the 13
employees who left the Agency, other problems exist. One
employee who is no longer at headquarters, Curtis Wells, who
is now Resident Officer in Houston, still has a security card
granting access to the headquarters office according to the
Security Office list. Elizabeth Kinney is also no longer at
headquarters, but still has a security card. She is the
Regional Director of Region 13.

According to the Security Office, employees who leave
the Agency are supposed to turn in their security cards
before receiving their final paycheck.

1. Recommendation 1 of 14

The Security Office should ensure the return of security
cards from employees leaving the Agency or transferring from
headquarters.



Management Response

The Agency has agreed that the Security Office will make
every effort to ensure that Kastle security cards are
retrieved from departing employees.

B. Form NLRB-4197, Certification for Release of
Final Salary, Does Not Record the Return
of Security Cards

Form NLRB-4197, Certification for Release of Final
Salary (attached hereto as Appendix D), is to be signed by
the employee's supervisor, Security Office, Property
Management Section, Case Records Unit, Library and Finance
Section before a departing employee receives his/her final
paycheck. The part that is signed by the Security Office has
two boxes to be checked off -- identification card and office
key (for Washington only). There is no space to note the
return of a Kastle Security Card. Thus, an employee can be
given a completed Form 4197 and receive his/her last paycheck
without having to return the Kastle Security Card.

2. Recommendation 2 of 14

Form NLRB-4197 should be amended to add a space for the
Security Office to note the return of the employee's Kastle
Security Card if the employee has been assigned a card.

Management Response

The Agency has amended Form NLRB-4197 to provide for a
checkoff certification for the return of Kastle cards.

3. Recommendation 3 of 14

Employees leaving the Agency should not be given their
final paycheck until the return of their security card.

Management Response

The Agency disagreed with this recommendation for the
reason that the security cards can be electronically voided
if a card is not returned and so withholding of a final check
is not necessary.



C Emplovees No Longer with the Agency

Have Security Cards According to the

Kastle Systems List

The Kastle computer printout showed that 27 former
headquarters employees still have security cards (The names
are listed exactly as they are on the Kastle list. Many are

misspelled.) They are:

Number

369-0020
369-0021
369-0022
369-0027
369-0041
369-0052
369-0059
369-0071
369-0078
369-0079
369-0093
369-0094
369-0095
369-0144
369-0148
369~-0149
369-0166
369-0170
369-0176
369-0177
369-0178
369-0179
369-0186
369-0242
369-0246
369-0249
369-0252

Name

Babson, M. *
Pye, R. *
Collyer, R. *
Prost, S. *
DeMotteo, C.
Brown, D. *
Fanning, S. *
Falcone, J.
Dudley, G. *
Choate, P.
LaMonte, L.
Vrido, J
Furgeson, A.
Montatue, W.
Stewart, W. *
Williams, S. *
Dunn, E. *
Oyama, L. *
Rosse, D. *
Sherman, J. *
Lohrentz, T.
Friedman, M.
Hazelett, B *
Smith, A. *
Jeweler, B. *
Gunther, § *
Rothman, L.

Those names followed by an asterisk are shown on the
Security Office Card List as having left the Agency and

returned their cards.

The Security Office Card List and the

Kastle Card List should contain identical information. The
above listing of 27 discrepancies indicates the need for
timely and reliable information to be provided to Kastle.

4. Recommendation 4 of 14

When an employee leaves the Agency or there is any other
change in the status of a security card, the Security Office
should promptly notify Kastle so it can update its computer

list.



Management Response

The Agency concurred with this recommendation and will
notify Kastle when there is a change in the status of a
security card.

5 Recommendation 5 of 14

Kastle should revoke the security cards of employees who
leave the Agency's Headquarters Office so that those cards
cannot be used to access the building.

Management Response

The Agency agrees with this recommendation and will
notify Kastle to revoke the cards of employees who leave the
Agency.

6. Recommendation 6 of 14

A periodic supervisory review should be conducted
comparing the Kastle computer list with the Security Office
list to insure that Kastle has in fact revoked the authoriza-
tion of any departed employee.

Management Response

The Agency concurs with this recommendation and will
conduct periodic supervisory comparison reviews of the Kastle
list and the Security Office list.

7 Recommendation 7 of 14

Two columns should be added to the security card list —--
one for the initials of the Security Office staff member who
notifies Kastle when an employee leaves (or there is any
other change in status of a security card) and another column
for the date notification is made.

Management Response

The Agency agrees with this recommendation. Columns
will be added to the Security Office list to note the
initials of the person notifying Kastle of status changes and
the date of notification.

D. The Security Office Card List and the
Kastle Card List Contain Conflicting
Information

If the Security Office were promptly notifying Kastle of
the changes in assignments and returns of security cards, the
Security Card List and the Kastle Card List would reflect the
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same information. Upon examination of the two lists we found
a number of inconsistencies.

a. The following card numbers were assigned to
different people according to the two lists:

Card Number Kastle Security Office
369-0078 G. Dudley Charles McElroy
369~-0181 M. Fox Paul Gilhooley
369-0184 H. Deiner Diane Savage
369-0186 B. Hazelett Dennis Devaney
369-0249 S. Gunther Nancy Hunt
369-0017 M. Fogerty Fred Freilicher
369-0059 S. Fanning Art Smith
369-0149 S. Williams Nicholas Maxwell

b. The following cards have been issued according to
the Kastle List, but there is no mention of them on the
Security Office List:

Card Number

Kastle Security Office

Not on List
Not on List

369-0185 E. Harris
369-0187 M. Berkley

c. The following cards have been assigned according to
the Security Office List, but are not recorded on the Kastle
printout. Kastle shows those same cards as "CO CARDS" which
means that they have been authorized for use, but have not
vet been issued to individuals:

Card Number Kastle Security Office
369-0193 CO CARD Jeffrey D. Wedekind
369-0198 CO CARD Thomas McCarthy
369-0201 CO CARD Don Hartline
369-0202 CO CARD C. Christmas
369-0204 CO CARD Theo. Galoozis
369-0211 CO CARD Jeffry Hunter
369-0212 CO CARD Bob Englehart
369-0213 CO CARD Matt Pynn
369-0214 CO CARD Sam Ross
369-0215 CO CARD Bd. M. Radabaugh
369-0217 CO CARD Metra Petersons

Kastle is able, as already noted, to determine which
cards have been used on a particular day and time to enter
the building. If it is necessary to determine who gained
access to the building, as it was in the course of the
investigation into the break-in at the OIG, Kastle must have
accurate records as to which employee has been assigned a

_..10_



particular card number, so that it can provide accurate
information as to who gained access to the building. The
Agency keeps "CO CARDS" that are authorized by Kastle, but
have not yet been assigned to an employee, in a locked
cabinet in the Security Office.

8 Recommendation 8 of 14

The Security Office needs to notify Kastle promptly when
it assigns a card or when an employee with a card leaves the
Agency.

Management Response

The Agency agrees with this recommendation and will
notify Kastle of all changes in the status of cards.

9. Recommendation 9 of 14

The Security Office should not permit any cards to be
listed as "CO CARDS," that is, authorized, but unassigned.
Unassigned cards kept at the Agency should be in a “"revoked"
status so they cannot be used to access the building. When a
card is assigned to an employee, the Security Office should
call Kastle and have the card authorized for use.

Management Response

The Agency concurs and will void all unassigned cards

10. Recommendation 10 of 14

Periodic supervisory review is necessary to ascertain
that both lists are identical

Management Response

The Agency agrees with this recommendation and will
conduct periodic supervisory comparison reviews.

E. Both the Security Office and Kastle Systems
Card Lists Have Numerous Misspellings
of Emplovee Names

Both the Security Office Card List and the Kastle Card
List contain many misspellings. The charts below show the
misspelled names.



Security Office Spelling

Correct Spelling

Robert Allan Allen
Robert Admachack Adamchak
Carolyn DeMottio DeMatteo
B. Allen Benson Allan
Sandra Darby Darnaby
Howard Deinar Deiner
Theo. Galoozs Galoozis
Jeffery Hunter Jerry

Joe Jablomski Jablonski

Kastle Spelling

Correct Spelling

Stephens, C. J.
DeMottio, C. DeMatteo
Cordy, K. Cordry
Jefferson, N. M.
Feidman, M. Seidman
Darnedtt Darden, H.
Rosenfield, E. Rosenfeld
Hardiek, R. Hardick
Tobach, B. Toback
Stucky, G. Jd.

Darby, S. Darnaby
Dreceben, L. Dreeben
Ferguson, L. J.
Telstein, H. Perlstein
Showman, C. Schumann
Montatue, W. Montague
Spineberg, P. Spielberg
Gurgowen, dJ. Burgoyne
Hansen, T. Hanson, J.
Maze, R. Mace
March, H. Marsh
Cornell, F. Cornnell
Stocky, 8. Stocking
Hammond, L. Hammonds
Harvard, F. Havard

It is important that both lists contain the correct
names of employees so that it can be easily determined which
employees gained access to the building using a security
card.

11. Recommendation 11 of 14

The Security Office should copy the full name of the
employee from the employee's identification card when
assigning a security card so that the employee's name is
spelled correctly on the Security Office List.

_12_



Management Response

The Agency concurs and will provide Kastle with the
employee's full name as it appears on the Agency's official
credential

12. Recommendation 12 of 14

The Security Office should check the Kastle Card List
for spelling errors and then notify Kastle to correct those
errors.

Management Response

The Agency agrees and will conduct reviews of Kastle
records for the misspelling of names.

13. Recommendation 13 of 14

Periodic supervisory review is necessary to ascertain
that these procedures have been followed.

Management Response

The Agency concurs With this recommendation. Periodic
supervisory reviews wWill be conducted of Agency and Kastle
records.

F. Cards Reported as Lost to the
Security Office are Still Listed
as Activated on the Kastle List

The following two cards were reported as lost according
to the Security Office Card List, but the Kastle Card List
shows them as still activated cards.

Date Reported Lost
According to Card

Number Employvee Name Security Card List
369-0089 Sandra Darnaby 5/30/89
369-0263 Nancy Hunt 2/89

Lost cards that are still activated could be used by
unauthorized people to access the headquarters



14 Recommendation 14 of 14

When an employee reports a Security card as lost, the
Security Office should promptly notify Kastle so Kastle can
deactivate the card so it cannot be used to enter the

building.

Management Response

The Agency concurs with this recommendation. The Agency
will notify Kastle whenever there is a change on the status
of an unassigned card including the revocation of lost

cards

_14_
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UNITED STATES GOVERNMENT
National Labor Relations Board

) emorandum

TO Bernard Levine DATE: May 1, 1991
Inspector General

FROM Jerry M. Hunter
General Counsel

SUBJECT Formal Comments on Proposed Draft Audit Report

This responds to your request of April 19, 1991 for formal
comments to the draft audit report, "Review of NLRB Control Over
Kastle Systems Security Cards " As discussed at your exit
interview with Director of Administration, Gloria Joseph, and
her staff, the content of the proposed draft report, with the
exception of Recommendation 3 of 14, appears to reflect the
agreements reached at that meeting regarding the validity of
findings and recommendations Our comments are as follows

Recommendation 1 of 14

We concur. The Security Office will make every effort to
ensure that the Kastle security cards are retrieved from
employees departing from Headquarters.

Recommendation 2 of 14

We concur. Form NLRB-4197 has been amended to provide for
check-off certification that the Kastle card, if assigned to a
departing employee, has been returned.

Recommendation 3 of 14

We do not concur. While we agree that every effort is to
be made to retrieve the security card from departing employees,
there may be extenuating circumstances, admittedly rare, that
preclude doing so. Since the card can be electronically voided
without being physically returned, such voiding in lieu of
retrieval should be sufficient to preclude the necessity of
withholding final salary payments.

Recommendations 4, 5, 8 and 14 of 14

We concur. The Kastle card system company will be notified
whenever there is a change in the status of an assigned card
including the revocation of cards no longer assigned or lost

- 16 -

Buy U.S. Savings Bonds Regularly on the Payroll Savings Plan




Bernard Levine
Page two

Recommendation 6, 10, 12, and 13 of 14

We concur. Periodic supervisory comparison reviews of
Agency and Kastle records will be made to ensure accuracy and
compatibility. These reviews will also cross-check for the
misspelling of names and monitor the adherence of all procedures
related to the Kastle security system.

Recommendation 7 of 14

We concur. Columns will be added to the security card
listing to note the initials of the person notifying Kastle of
status changes and the date the notification was made

Recommendation 9 of 14

33 We concur. All unassigned cards will be voided.

>

Recommendation 11 of 14

D) We concur. The employee's full name as it appears on the
‘Agency's official credential will be supplied to Kastle
records

. Hunter :
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349-0485 83 49~48%5 con O1E NLRB REVOKER
3690486 B3 49~484 oo O1E NLRE REVOKEDR
369-0487 83 69-487 NN 03K NLRE REVOKER
3690488 83 69~488 ves OiE NLRB REVOKED
369-0489 83 69-48% NN Q1E NLRE REVOKED
369-0490 83 4£9~4%90 bos O1E NLRB REVOKED
Qﬂ-oq?; 83. 69-491 vee 01E NLREB REVOKED
?-0492 B3 69~492 oo O1E NLRB REVOKED
. 9-0493 83 69~493 v 01E NLRR REVOKED
2690494 B3 69-~494 ves Q1E NLRB REVOKED
369-0495 83 69-495 sae 01E NLRE REVOKEDR
369-0496 83 69496 ves O1E NLRB REVOKED
L. B69-0497 83 49~497 Ve O1E NLRR REVOKED
369-0498 83 49-49¢ tee O1E NLRB REVOKER
369-Q499 83 &£9-~499 cee O1E NLRB REVOKED
'F6P-0500 B3 69-500 NN O1E NLRE REVOKERD
369-0501 83 469~501 voe 01E NLRR REVOKER
369-0502 83 49~502 vor 01E NLRE REVOKED
369-0503 83 69~503 vor Q1E NLRR REVOKED
369-0504 83 69~504 ces OLE NLRE REVOKED
269-0505 83 69~505 Ve 01E NLRB REVOKED
369-0506 83 69-506 N O1E NLRB REVOKED
369-0507 83 49~507 vos 0tE NLRR REVOKER
3569-0508 83 4%9~-508 ove Q1E NLRB REVOKED
3690509 83 49~509 vos 01E NLRR REVOKED
369-0510 83 69~510 oo O1E NLRE REVOKED
3690511 83 &49-8511 NN 01E NLRE REVOKED
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APPENDIX D

FORM NLAB-4197
(2-82)

NATIONAL LABOR RELATIONS BOARD

CERTIFICATION FOR RELEASE OF FINAL SALARY CHECK
(See NLRB Administrative Manual, Title 3 and reverse side for instructions)

" "MPLOYEES NAME

2. TITLE

3. ORGANIZATION UNIT

4. LAST WORK DAY

5. REASON (Check One)

DEATH -
to Finance within 2 workdays.

This form must be processed

SEPARATION LWOP

6. SUPERVISOR'S CERTIFICATION

| certity that to the best ot my knowledge the above-named employee possesses no papers, tiles, documents, records of current or permanent value,

or other accountable property issued by this office.

DATE

SIGNATURE

6a. UNRETURNED ACCOUNTABLE PROPERTY

ARTICLE

VALUE

DATE

SIGNATURE

7. SECURITY OFFICE

IDENTIFICATION CARD (!f

misplaced, attach explanation)

OFFICE KEY DATE
(Washington only)

SECURITY OFFICER

8. PROPERTY MANAGEMENT SECTION (Washington Employees Only)

ITEMS UNACCOUNTED FOR DATE ISSUED VALUE COMMENTS
BRIEF CASE
TYPEWRITER
DICTATING MACHINE
. OTHER (Specily)
DATE SIGNATURE
9. RECORDS MANAGEMENT SECTION
FILES AND TRANSCRIPTS
DATE SIGNATURE
10. LIBRARY
-LIBRARY BOOKS
OTHER (Specify)
DATE SIGNATURE
11. FINANCE
HOUSEHOLD TRAVEL TRANSPORTATION EMPLOYMENT UNUSED
" ADVANCE ADVANCE REQUEST CONTRACT TICKETS

OTHER (Specily)

REMARKS: (Identily item number and explain).

DATE

SIGNATURE




g

INSTRUCTIONS

Responsibility for Initiation of Form NLRB 4197: The immediate supervisor of the employee who is
being separated from the Agency, going on leave without pay for 30 days or more or who dies, is
responsible for initiating this form, filling in ltems 1 through 6a.

When to Prepare: As soon as the date of death, or effective date of separation or LWOP is known.

Number of Copies: One.

Certification by Supervisor: Supervisor will either certify that there is no unreturned accountable
property by signature in Item 6, or note any unreturned accountable property, its valuation, if
determinable, and sign in ltem 6a.

Attachments to Form: Regional employee’s Identification Card or Washington employee's
Identification Card and office key should be obtained from the employee and attached to the
certification form when it is forwarded. In cases involving death, these items should be attached
only if readily available in the employing office; they will not be required to process this form.

Routing: This form and attachments will be forwarded to the Security Office for detachment of the
tdentification Card and further routing. Forms routed to the Property Management Section will be
routed next to the Case Record Unit, then to the Library, and from the Library to the Finance
Section. Certification from each office that there are no accountable items will be indicated by
date and signature. If return of any accountable items cannot be secured, the appropriate item will
be checked, the date issued and valuation, if determinable, entered and the block signed and
dated. In cases involving the death of an employee, this form must be hand carried to every official
for appropriate signature and must be fully completed within 2 work days. Any follow up action to
recover accountable items will be taken at an appropriate time afterwards.

Issuance of Final Check: Final salary check will be issued by the Finance Section when all
certifications or signatures are obtained.




